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RISK MANAGEMENT FOLICY

Risk iz the threat ar possibility that an aclion or event will sfect our ability to achisve cuw
abjectives. Risk Management is the plannsc and syslematic approach to ientify, assess and
mitigale the impaci of those risks which may impact an 1he achievement al aur aims,
objeclives and gpporunilias

With good Risk Managemsnt
|. planned ghjeclives are maore hkaly 10 be achigved
2 adverza events are less likely 1o happen
1 if an adverse evenl does accur, lhe impacl is reduced

This Palicy explains aur undetlying appreach o Risk Managemert. Risk Management should be
enakling, allawing innovalive and creativa Iniliabves Ihal are balanced by well considered salaty
nels Rlsk 15 not just avoiding Lhreals; & major rizk could be the failure Lo $21ze an cpporunily

Furpose

This ngk managemenl policy forms pas of the insblulion’s inlernal contral and corporale
QOVErNEnce arrangements

The palicy explains lhe Company’s underlying appreach t@ nsk managemenl, documents fhe
mles and responsibiiles of the Risk Commitiee |l zlso outlhnes key aspecls of lhe nsk
managemenl process. and identifies the main reporling procedures.

Dhjeclives
The sk managemenl objeclives of are 1o,

emted lhe managemeanl of risk as an inlegrzl par of our business processes,

eglablizh an effeclive sysiem of nsk denbficabon, analyms, evaiualion and
Ireatmenl wilhin all areas and all levels of the credil union;

avaid exposura Lo significant reputalional or inancial less;
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d, conbribule tg the achievemenl of Lhe credn brign obyeclivas, and
5, aszess lhe benelits and casts of implemenlalion of available gpliehs and conlrals Lo
managa risk
Cverview

Risk manzgemsnl is the angoing process of identifying risks and impiemesnting plans to address
{hem. Often. the number of assets potentially at risk cutweighs the resources available to
manage ther. It is thersfors (mpartant to know where to apply available rescurces to mitigate
nek in a cast-efizctive and efficienl manner,
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This policy lays the framawork for @ formal nsk mapagemamt perogram by eslablishing
regponzibility for risk idenmtification and analysis, secunty planming for gk ritigation, and
praogram management and oversight |t Is smpartant Lo pote that program managernent and
oversight 18 & universily-wide responsibilily (hiat calls for the active involvemant of execulive
leadershlp, depardmantal management, data stewards, and ofhers with informalian
managernan rezponsiblly

Folicy Slatements

1. The Risk Management Offiger (RMOC) ie responsible for coardinaling the develapmenl
and mainlenance ¢of rlgk managemanl policies, procedures, standards and forms for [he
Universily
The persen assignad with RMO responsibilily will depend on your Instilulian’s si2e,
orgamizational strueiure, and views aboul nsk managerent benalls and responsibhly)

2 The RMO iz responsibls for the ongaing development and day-lo-day managermant
ol Ihe Risk Managemant Pregram (Program} for informabon pnvacy and securily,

5. 1l should be ensured that rick assassmenls ate performed al least onee annually on all
sompuling systems andior business precesses under Lhair unils’ conlrel Lhat Invalva
nph-public informalion,

Polley Implementalion

Tha RMO 15 respansible Tor coordinaling lhe wymplementation of thes pohiey and for
providing gquidance on ths inlerpretation of specillc polley requiremenls

Cellnltions

Rlsk: Tha poiantial of ham Lo the Omanisatlan or ks stakaholders

Risk Assessment A qualihative or guanblalive evalualion of the nalure and magniwde of risk to
organisaton informalien, The avalualion is based upon knowan or sheorsteal vulnerabiliies
and threats, as wall as Lhe likeihood of 1he threale heing realized and lhe potsnlial impact Lo
lhe arganlsation and s slakeholders

Risk Maragement The progess of evalualing and responding lo risks Lo oroanisalion
infarmation for lhe purpose of reduning thase risks to asceptakle levals Risk managemenl
is inclusive cf lhe risk sssessmen! process, and uses the resulis of risk assessmenls to
make decisions on Ihe acceplance of nsks oran laking acon 16 reduce those nsks
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